% Pratt & Whitney Canada

MFT User Guide for Third Parties Rev. 2

Une société de United Technologies Date: 04 Jan uary 2018

Page: 1 of 18

WARNING - PROPRIETARY RIGHTS NOTICE

This document is the property of Pratt & Whitney Canada Corp. (“P&WC”). You may not possess, use, copy or disclose this document or any information in it, for any purpose,
including without limitation to design, manufacture, or repair parts, or obtain FAA or other government approval to do so, without P&WC's express written permission. Neither
receipt nor possession of this document alone, from any source, constitutes such permission. Possession, use, copying or disclosure by anyone without P&WC's express
written permission is not authorized and may result in criminal or civil liability.

NOTICE - DISCLOSURE OF INFORMATION

This document contains trade secrets or other confidential information, the further disclosure of which may be harmful to Pratt & Whitney Canada Corp. If the head of a
Government agency or department intends to disclose any of this information, written notice should be given to: the Vice President - Legal Services, Pratt & Whitney Canada
Corp., 1000 Marie-Victorin (01BES5), Longueuil, Quebec J4G 1ALl.
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1.0 Purpose

The objective of this document is to explain how to perform the activities related to exchanging and
managing data using the Managed File Transfer (MFT) system implemented at P&WC. MFT is a data
encryption system that allows P&WC third parties to transfer encrypted data in compliance with the
International Trade Compliance data transfer requirements and in compliance with the Intellectual
Property (IP).

This document applies to all P&WC third parties who are required to use the MFT to exchange and

manage data with P&WC. It describes how to use MFT functionalities.
IMPORTANT: It is generally prohibited to transfer ITAR data using MFT.

EXCEPTION: P&WC has approved certain situations where ITAR may be transferred via MFT,

please contact your P&WC Business Unit ITC professional for confirmation of this approval.

P&WC Managed File Transfer system used to transfer data. Data is encrypted during transmission.

International Traffic in Arms Regulations. ITAR defense articles and services are governed by the

Department of State of the United States of America who is responsible for the export and temporary

You need to have ActiveX Version or Java enabled to open the Upload/Download Wizard.

2.0 Scope and Applicability
3.0 Acronyms and Definitions
3.1 MFT
3.2 ITAR
import of such defense articles and services.
4.0 System Requirements
5.0 Export Compliance Requirements

Warning: When transferring technical data via MFT, you must provide the recipient with the following

information:
1. The jurisdiction and classification of the technical data
2. The export authorization as applicable,

3. The destination control statement.
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6.0 Roles and Responsibilities
When transferring technical data via MFT you must provide the recipient with the ITC markings such as

the jurisdiction and classification of the data, the export authorization if any and the destination control
statement if applicable.

IMPORTANT: It is generally prohibited to transfer ITAR data using MFT.

EXCEPTION: P&WC has approved certain situations where ITAR may be transferred via MFT,

please contact your P&WC Business Unit ITC professional for confirmation of this approval.

7.0 Getting Started with MFT
When an employee of P&WC creates a group with your name, you receive an email with a username and

a link that brings you to the step of the Password Request.
Your password is sent by email.
Furthermore, if you need technical assistance, contact phone number is provided in the invitation email.

IMPORTANT: Files will only be available for thirty days (30) after being uploaded to the server.
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7.1 Email Notification

Find below screenshots (See Figure 1) of the email that you receive when you have been added to a
group and an employee of P&WC shared a document with you.

Figure 1

From: noreply@pwec.ca

To: just_askingxooox@hotmail.com

Subject: Service de Gestion du Transfert de Fichiers de Pratt & Whitney Canada / Pratt & Whitney Canada Managed File
Transfer Service

Date: Wed, 9 Mar 2016 14:00:28 -0500

An account has been created for you on Pratt & Whitney Canada’s Managed File Transfer system to allow Shauna Doyon to
share files with you.

Your username is: just_asking7474@hotmail.com.

To begin using this account, use the following link. You will be prompted to enter your username, after which you will receive
further instructions on how to access the system.

https://mft.pwe.ca/human.aspx?QrgID=2064&language=en&argl2=passchangerequest&argll=newuser

If you need assistance, please contact the Pratt & Whitney Canada Help Desk at 1-450-677-9411 # 73824.
Thank you,

Pratt & Whitney Canada Managed File Transfer Service
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7.2 Password Request

Enter the username that was provided to you in the email notification that you received and then click the
Request Password button to set your password. See Figure 2.

Figure 2

& Set Your Password

New User Password Request

Flease enter your username below and then click the "Request Password" button. An email message with more information about the new account password setup process will be sent to your registered email
address. This message will contain a link and instructions for setting the password for your new account. You will have 1440 minutes to use the link before it expires. If no link is provided in the message, or if
you do not receive a message within 720 minutes, you will need to contact your administrator to set your password.

Username: ‘ ‘ ‘D
Request Password

Go to the sign on page

Figure 3

% Pratt & Whitney Canada

Airid Teemeogles Camaany

&) set Password Request Successful

Your Set Password Request has been successfully submitted. Please check your registered email for further instructions on how to set your password and access the system.

Go to the sign on page

Password will be sent by email.

IMPORTANT: Once you receive the email with your password, you have until midnight of the same day
only to reinitialize the password, otherwise it expires.
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7.3 Technical Assistance

If you need technical assistance, contact phone number is provided in the invitation email.

From: noreply@pwc.ca

Tao: just askingoooox@hotmail.com

Subject: Service de Gestion du Transfert de Fichiers de Pratt & Whitney Canada / Pratt & Whitney Canada Managed File
Transfer Service

Date: Wed, 9 Mar 2016 14:00:28 -0500

An account has been created for you on Pratt & Whitney Canada’s Managed File Transfer system to allow Shauna Doyon to
share files with you.

Your username is: just_asking7474@hotmail.com.

To begin using this account, use the following link. You will be prompted to enter your username, after which you will receive
further instructions on how to access the system.

https://mft.pwe.ca/human.aspx?OrglD=2064&language=enfargl2=passchangerequest&argll=newuser

If you need assistance, please contact the Pratt & Whitney Canada Help Desk at 1-450-677-3411 # 73824,
Thank you,

Pratt & Whitney Canada Managed File Transfer Service

This document is electronically controlled. Copies may not be the latest version.
The information contained on this page is subject to the notice set forth on the title page.
This document does not contain technical data.
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8.0

To Login
After you received the password by email, you are ready to login into the MFT system.

Entrer / Enter

The MFT Sign On dialog will open and prompt you to enter your user credentials (See Figure 4).

Click Sign On.

Note: Follow the instructions in the International Trade and Compliance Notice.

This document is electronically controlled. Copies may not be the latest version.
The information contained on this page is subject to the notice set forth on the title page.
This document does not contain technical data.
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Figure 4

Pratt & Whitney Canada

AUritga Technas oanmy

Sig

English - Erangais - Deutsch - Espafiol

n On

Username: —pwiooox ’ = Please ensure that you read the file sharing instructions on the

home screen once you have logged in and before sharing any
technical data!

Warning: Authorized users only.

Password: eesssssssss E=| This computer system is the PRIVATE PROPERTY of the Company and may

only be used by those individuals authorized by Company management in

accordance with Company electronic communications system policies (P&WC
policy MMP 061 and any other applicable company policies). UNAUTHORIZED,
ILLEGAL, or IMPROPER use may result in DISCIPLINARY ACTION and CIVIL or
CRIMINAL PROSECUTION. Your use of this system is subject to MONITORING

— and DISCLOSURE in accordance with Company policy and applicable law. By

continuing to access this system, you agree that such access and use is

k subject to the foregoing. _)

This document is electronically controlled. Copies may not be the latest version.

The information contained on this page is subject to the notice set forth on the title page.

This document does not contain technical data.
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9.0 The Home Page
The MFT home page (See Figure 5) is the main page to access MFT functionalities, you can:

e Customize properties; Change the Default Language;
e Share files in the Upload New Files section;

e Retrieve/download files sent to you in the New Files section.

Figure 5

* Pratt & Whitney Canada

My Account | Sig

) Home
5 Eolders
< Loas Announcements

Find File/Folder:
_ Prior to using this system, please ensure that you are familiar with ECG Number:0004 and your Organizations technical data transfer process.

FOR SHARING OF ALL OTHER TECHNICAL DATA YOU MUST FOLLOW THESE IMPORTANT INSTRUCTIONS PROVIDED BY THE ITC ORGANIZATION

Step 1 - in the note field, indicate the export classification of any technical data being transferred as follows: Export Classification:
a USML XG0 ECCN XXX, P-USML, XXX P-ECCN XXXX; Local Classification.

Step 2 - Indicate the Destination Control Statement (DCS) in the note field. To determine if a DCS is necessary refer to the Legal Services
ITC intranet site under frequently used links Q4 Has the activity been properly documented. Ensure that you have the appropriate export control
authorizations to share data within the system.

P Find User

Step 3 - DO NOT include any technical data in the note field.

- [l
g
E) =
| E
;
% hi
:
hi
4

Reminder: Your recipient should not be located in an export restricted country, OR be a sanctioned party (guidance can be found on the ITC
website under "Q2 Who could touch it and how")?

Need Help? Posted by Default SysAdmin at 6/12/2014 8:56:20 Al

@ Onine Manual
Tech Support

-] /MFT DEMO

ATT Connect demo (Uploaded by I o ©/3/2013 8:50:38 AM) - Download

[Z) Browse Other Folders

Mark All Files Not New

( Upload Files Noy )

Select a folder: /1340-GroupA  ~

7 CLICK HERE to Launch the Upload/Download Wizard...
Select a folder: /1340-GroupA  ~
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9.1 To Change the Default Language

1. Click My Account located in the upper right hand corner.

2. From Edit Your Language... > Language drop-down menu, select the preferred

language.

3. Click Change Language for the change to take effect. See Figure 6.

Figure 6

Language{ English ]

Mow press the "Change Language" buttoi: Change Language

10

User/Group Entries Per Page:

File/ Folder Entries Per Page: 100

Mow press the "Change Display" button: Change Display

This document is electronically controlled. Copies may not be the latest version.
The information contained on this page is subject to the notice set forth on the title page.

This document does not contain technical data.
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10.0 Sending /Uploading Files
Refer to Section 4.0 Export Compliance Requirements for Export Compliance considerations when

sending/uploading files using MFT.

1. From the MFT Home Page, go to the section Upload Files Now and select the group folder before

uploading the file (See Figure 7).

Figure 7

ﬁ Pratt & Whiltney Canada

Hy Acoousl | S

) Home g
S » Home
& Folders
% Logs Announcements
Find File/Folder: L'L'TlLlSA'I'lOM DU SYSTEME AFIN DE TRANSMETTRE DES DONNEES TECHNIQUES ITAR OU TOUT AUTRE SPECIFICATION DE CONCEFTION 2D/3D
_ {C.A.D. DESSIN OU MODELE) EST PROHIBE! POUR TOUTES AUTRE DONNEES TECHNIQUES, SVP SUIVRE CES INSTRUCTIONS IMPORTANTES
FOURNI PAR L'ORGANISATION ITC

P Find File

Find User:

Ire étape - Dans le champ des remarques, indiquez la dassification dexportation des données techniques transférées
22 étape - 5i nécessaire, indiquez dans |z champ des remarques lautorisation dexportation appropriéz.
3e étape - Nincuez PAS de données techniques dans le champ des remarques. Rappel : votre destinataire ne doit pas se trouver dans un pays

P, Find User ol lexportation estrestreinte, NI figurer sur les listes de boycottage (vous trouverez des instructions sur le site Web d'ITC, sous Q2 Qui peut y
accéder et comment 7).

'Go To Folder:
THE USE OF THIS SYSTEM TO TRANSFER ITAR DATA OR ANY 2D/30 PRODUCT DEFINITION DATA (I.E. DRAWING OR MODELS) 1S PROHIBITED!

FOR SHARING OF ALL OTHER TECHNICAL DATA YOU MUST FOLLOW THESE IMPORTANT INSTRUCTIONS PROVIDED BY THE ITC ORGANIZATION

II
Ll

Step 1-In the note field, indicate the export dassification of any technical data being transferred

Need Help? Step 2 If required, indicate in the note field the appropriate export authorization.
@ oniine Manual Reminder: Your redpient should not be located in an export restricted country, OR be a sanctioned party (guidance can be found on the
Tech Support ITC website under "Q2 Who could touch it and how?)?
Posted by A
New Files
(2] {MFT DEMO
ATT Connect demo (Uplozded by I Cr ©/3/20 13 8:50:38 AM) - Download

2] Browse Other Folders .
If you share files with more than one

Mark All Fles Not New group, then choose the appropriate
group folder before uploading a file

&

You need to have ActiveX enabled to launch the Upload/Download Wizard.

Upload Files Now...

Selecta folder: /1340-Groupa =

‘2 CLICK HERF to Launch the Upload/Download Wizare
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By clicking the link, the MOVEIit Upload Wizard box will open (See Figure 8).
Figure 8
MOVEit Upload Wizard - Upload to /Home /

or uze the buttons tao the right.

wizard
Add Folder

“u"E i—’ Pleasze drop files into the list below, Add File ‘ Fiemove |

Filename | Size | Modified
H:%Datahaffiche ACE Tl departements front offic... 62,231 2011-02-08 1505
é Mext » Cancel

Note: This box won’t come up if you don’t have ActiveX or Java enabled.

2. Click on Add File or Add Folder to browse for a file or folder to upload (See Figure 9). You are
also able to drag and drop files directly into the wizard. Once all the required files are in the wizard

window, click on the Next button.

3. ltisin this window where you must include the notes as per the Legal Services ITC instructions on
the home page. These instructions include identifying the classification of the document, the export

authorization and if required, the destination control statement.

Upload options include:
Individual file uploads
Zipping capability

Add notes to files
Rename uploaded files
Choose Upload Options Auto closing of the

(* pload files individually wizard

" Upload all files as one .zip

Figure 9

MOVEit Upload Wizard - Upload to /1340-GroupA

Mates: |N o technizal data

| Prompt for "Upload 23" names and notes
[ Cloze Wizard when done

é ¢ Back | Memt = | Cancel
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4. A progress bar will indicate the status of the file upload or download (See Figure 10). After the

completion of the transfer, the next window will give you statistics and a status message.

Figure 10

i)

E]

MOVEit Upload Wizard - Upload to /Home /

Tranzfer camplete. Integrity verified on all files.

Tranzsferred 1 file in 0 seconds [353.32 KB/sec). [16.8% total compression)]
Press QK to cloge thiz window and view the Tranzfer Report.

-

ok |

5. Transfer stats and features include :

e Speeds (KB/s)

e Compression

e Large file size support

e Detailed progress

6. Once the transfer is complete, every member of the group will receive an e-mail letting them know

that there is a file to pick up on the MFT server. When anyone downloads the file(s) that you

uploaded, you will be notified via e-mail.

This document is electronically controlled. Copies may not be the latest version.
The information contained on this page is subject to the notice set forth on the title page.

This document does not contain technical data.
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11.0

Receiving /Downloading Files

An e-mail notification is sent to you to advise you that you received files through MFT. See Figure

11.

Figure 11

4 Favorites
[ Inbo
2] Sent tems
@ Deleted ltems

4 Josie-Anne.Lasnier.Lalonde@pwe,

o

4
}

Search Inbox (Ctrl<E] P (Rl )
£ 30/ From Subject Received Size (Cate. 7 & SuMe TuWe Th Fr 5a
123456
Date: Today T8 9101112 13
W56 11181920
& @ | PrattdWhitney Canada.. New Files Notfication Mon2/29201610:40AM  16KB HBBUBE KT

ﬂ [ norephy@pweaa Statut de votre demande d'accés informatique : MFT/ 1T Security Ac., Mon 2292016 10:15AM  10K8

To receive/download a file:

1. Go to the New Files section of the home page (See Figure 12).

n[n|

2. Click the Download link next to the file(s) that MFT user wishes to download.

Figure 12

- Pralt & Whiteey Canada

® Home
& Users
S Eolders
@ |

T

B

Find File/Folder:

P, Find File

Find User:

'Go To Folder:

Need Help?

@ Onine Manual
Tech Support

&> Home

Announcements

L'UTILISATION DU SYSTEME AFIN DE TRANSMETTRE DES DOMNEES TECHNIQUES ITAR OU TOUT AUTRE SPECIFICATION DE CONCEPTION 2Df3D
(C.A.D. DESSIN QU MODELE) EST PROHIBE! POUR TOUTES ALTRE DONNEES TECHNIQUES, SVP SUIVRE CES INSTRUCTIONS IMPORTANTES
FOLRNI PAR L'ORGANISATION ITC

Ire étape - Dans le champ des remarques, indiquez la dassification dexportation des données techniques transférées,
2e €tape - Si nécessaire, indiquez dans le champ des remarques lautorisation dexportation approprige.
3e étape - Ninduez PAS de données techniques dans le champ des remarques. Rappel : votre destinataire ne doit pas se trouver dans un pays

ol lexportation est restreinte, NI figurer sur les listes de boycottage (vous trouverez des instructions sur le site Web dTTC, sous Q2 Qui peut y
accéder et comment 2).

THE USE OF THIS SYSTEM TO TRANSFER ITAR DATA OR ANY 2D/3D PRODUCT DEFINITION DATA (I.E. DRAWING OR MODELS) 15 PROHIBITED!

FOR SHARING OF ALL OTHER TECHNICAL DATA YOU MUST FOLLOW THESE IMPORTANT INSTRUCTIONS PROVIDED BY THE ITC ORGANIZATION

Step 1-In the note field, indicate the export dassification of any technical data being transferred

Step 2 If required, indicate in the note field the appropriate expert authorization.

Reminder: Your recpient should not be located in an export restricted country, OR be a sanctioned party (guidan®egn be found on the

ITC website under "Q2 Who could touch it and how™)?

New Files

(2 /MFT DEMO
ATT Connect demo

[Z) Browse Other Folders

) Mark All Files Not hew

Upload Files Now...

Selecta folder: /1340-GroupA

# CLICK HERE to Launch the Upload/Download Wizard...

(Uploaded by I on 9/3/2013 8:50:38 AM)
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3. You will then have the option to view or save your file (See Figure 13).

Figure 13

File Download

==

Y'ou are about to download a file,

File name: ATT Cannect demo

Fram: /MFT DEMO

Would pou like to open the file, or zave it ko your computer’?

azsociated program, if any.

Open Save Cancel

[ Automatically opendzave files like thiz [*.ppt] from now an

"Opening’* a file means downloading it to a temporary directary, and then running the

Configure

|- e -
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12.0 Searching for downloaded files:
There are different ways to find a file that was downloaded (See Figure 14):

e From the home page as just shown on the previous page (specifically for new files)

e In the case where you know the folder in which the file is located, click on the Folders
link on the left panel and select the required folder. In the list of files, download the

required file.

e |f you do not know where the file is, type the name of the file in the find/file/folder box
on the left side of the page and click the Find File button. You can search by using only
one (1) word in the file name. In this case, add a **’ at the front and end of the word

(i.e.: *travel®).

Figure 14

¢ Pratt & Whitney Canada

A United Techraogies Comasry

7o & Home

5 Users
--
OR

Find File/Folder:

AP Find File

Find User:

Announcements

L'UTILISATION DU S'T'STE[*IE AFIN DE TRANSMETTRE DES DONMEES TECHN:
(C.A.D. DESSIN OU MODELE) EST PROHIBE! POUR TOUTES ALITRE DONNE
FOURNI PAR L'ORGANISATION ITC

Ire étape - Dans le champ des remarques, indiquez la dassification dexport
2e étape - 5i nécessaire, indiguez dans le champ des remargues lautorisatiol
3e étape - N'induez PAS de données technigues dans le champ des remarg

oll lexportation est restreinte, NI figurer sur les listes de boycottage (vous
accéder et comment 7).

P Find User

THE USE OF THIS SYSTEM TO TRANSFER ITAR DATA OR. ANY 20/3D PROD




% Pratt & Whitney Canada

Une société de United Technologies

MFT User Guide for Third Parties Rev. 2

Date: 04 January 2018
Page: 17 of 18

13.0 Troubleshooting

Issues

Reasons and Solutions

User cannot access existing account.

User credentials and accounts expire after

three (3) months of not using the MFT system.

The user must contact CSC Help Desk 1-450-
677-9411 #73824 to reactive the account.

End user/recipient does not receive MFT’s
system generated notification by email when the
sender uploads a file in a folder the end user is

registered to.

For unknown reasons, the email notification will

not activate.

The end user/recipient must contact CSC Help
Desk 1-450-677-9411 #73824

When searching for end user/recipient, the user
has a lock in front the user ID number and the

user ID number appears in red.

The end user/recipient account is deactivated

due to account expiry.

The end user/recipient must contact CSC Help
Desk 1-450-677-9411 #73824 to reactive the

account.
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Both P&WC internal and also external users must contact CSC Help Desk to obtain technical support for

the above mentioned issues —and any others. You can find the icon for technical support on the home

Find File/Folder:

£ Find File

Need Help?

3 Online Manual
9 Tech Support

This document is electronically controlled. Copies may not be the latest version.
The information contained on this page is subject to the notice set forth on the title page.
This document does not contain technical data.
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